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Consortium Blockchain-Based Spectrum Trading
for Network Slicing in 5G RAN: A Multi-Agent

Deep Reinforcement Learning Approach
Gordon Owusu Boateng, Graduate Student Member, IEEE, Guolin Sun, Mem-

ber, IEEE, Daniel Ayepah Mensah, Daniel Mawunyo Doe, Ruijie Ou, and Guisong Liu

Abstract—Network slicing (NS) is envisioned as an emerging paradigm for accommodating different virtual networks on a common
physical infrastructure. Considering the integration of blockchain and NS, a secure decentralized spectrum trading platform can be
established for autonomous radio access network (RAN) slicing. Moreover, the realization of proper incentive mechanisms for fair
spectrum trading is crucial for effective RAN slicing. This paper proposes a novel hierarchical framework for blockchain-empowered
spectrum trading for NS in RAN. Specifically, we deploy a consortium blockchain platform for spectrum trading among spectrum
providers and buyers for slice creation, and autonomous slice adjustment. For slice creation, the spectrum providers are infrastructure
providers (InPs) and buyers are mobile virtual network operators (MVNOs). Then, underloaded MVNOs with extra spectrum to spare,
trade with overloaded MVNOs, for slice spectrum adjustment. For proper incentive maximization, we propose a three-stage
Stackelberg game framework among InPs, seller MVNOs, and buyer MVNOs, for joint optimal pricing and demand prediction
strategies. Then, a multi-agent deep reinforcement learning (MADRL) method is designed to achieve a Stackelberg equilibrium (SE).
Security assessment and extensive simulation results confirm the security and efficacy of our proposed method in terms of players’
utility maximization and fairness, compared with other baselines.

Index Terms—blockchain, network slicing, resource trading, Stackelberg game, MADDPG, 5G.

✦

1 INTRODUCTION

W ITH the increasing proliferation of intelligent mobile
devices currently, the fifth generation (5G) and be-

yond 5G (B5G) networks are expected to deliver ubiquitous
connectivity, flexibility in resource management, and overall
network security. Due to scarcity of wireless resource in
the face of rapid increase in traffic demand, radio access
technologies (RATs) and cognitive radio have been explored
to meet end users’ quality of service (QoS) demands. Such
technologies have the disadvantages of increased costs,
and complexity in resource management. As an alternative,
wireless network virtualization (WNV) has emerged as a
key technology for splitting the existing physical network
infrastructure into isolated logical networks, often referred
to as network slicing (NS) [1]. The goal of NS is to map vir-
tualized networks onto a common physical infrastructure,
while ensuring the QoS satisfaction of different users with
versatile demands. Software defined networking (SDN) and
network function virtualization (NFV) are the main enablers
of NS, especially in radio access network (RAN) [2].

Although recent advances in NS promise a plethora of
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efficient resource sharing techniques, huge opportunities
present critical challenges. The most critical aspects of NS
are resource allocation, and isolation. Despite the above-
mentioned challenges, there are still some open issues to
be addressed in RAN research. Firstly, resource trading
and sharing among entities in various levels of the RAN
architectural design, suffers from data privacy leakages as
a result of exposing sensitive information of traders [3].
In this regard, resource providers and buyers are unwill-
ing to cooperatively share the scarce wireless resource for
efficient utilization. Secondly, improper modeling of inter-
actions between competing resource providers and buyers
for resource provisioning may demotivate entities to share
their resource with others. Information asymmetry between
infrastructure providers (InPs) and mobile virtual network
operators (MVNOs) in a typical RAN scenario, forbids the
implementation of proper incentive mechanisms to pro-
mote resource trading [4]. Thirdly, a vulnerable time-variant
resource trading negotiation and renegotiation encounters
fairness issues when a few peers condone to fail fair orders
matching [5]. This creates uneven grounds for entities to
maximize their utilities in resource trading settings. Lastly,
resource providers in a bid to maximize profits, may attempt
to lease the same resource to different customers at the same
time. This results in double-spending, which could cause
interference among customers who desire to utilize the very
same subleased resource at the same time [6].

With the current roll-out of 5G, most existing conven-
tional security solutions cannot meet its accompanied strin-
gent security requirements. Amongst the present emerging
technologies, blockchain has shown promising traits of em-
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powering secure and robust key 5G applications. Blockchain
is a distributed ledger technology (DLT) that was firstly
used to perform cryptocurrency (Bitcoin) transactions [7].
The key features of blockchain such as immutability, de-
centralization, transparency, and privacy, make it ideal for
mitigating security challenges in 5G networks. The inte-
gration of blockchain with 5G is therefore a solution for
security challenges in the evolving wireless RAN. In spite
of blockchain achieving great strides in supporting diverse
vertical applications, pricing and demand prediction for
resource management have bottlenecks in resource trading
context. Entities involved in resource trading activities form
strategies to maximize their own utilities, based on what
role they play in the trading process. Game theory emerges
as an analytical tool to control payoffs of both buyers
and sellers, by modeling the interaction between entities,
and achieving optimal trading strategies [8]. To this end,
blockchain and game theory have been tailored for secure
and transparent resource trading, while achieving optimal
reaction strategies based on equilibrium analysis.

Many existing literatures have attempted to propose
various methods for secure, and fair resource trading in 5G
NS by combining blockchain, and game theory separately.
The authors in [9] proposed a two-stage Stackelberg game
framework for dynamic pricing and resource allocation
in OFDMA virtualized wireless network. Taking a market
model consisting of an InP and multiple MVNOs into ac-
count, a dual-based algorithm was proposed to maximize
the InP’s revenue. This work lacks clarity on the security of
the resource trading activities in the wireless environment,
which cannot be ignored in current research. The work in [6]
presented a blockchain-based MVNOs creation via secure
and transparent WNV technique. However, the techno-
economic aspect of blockchain-related NS is vague, making
it uncertain whether the said scenario is feasible in the real-
world environment. Taking changes in network states at a
specific time into account, reinforcement learning (RL) [10]
is preferred to traditional optimization schemes for solving
resource allocation problems in RAN. In [11], joint radio
and computation resource optimization in edge network
slicing was investigated. A utility maximization problem for
the MVNO was formulated and solved. To account for the
dynamic change of slice demands, a DRL-based algorithm
was proposed for dynamic allocation. Technically, this work
focuses on maximizing the utility of only the MVNOs, with-
out considering the strategies of the InP and network service
providers (NSPs) in the business network. Such a model
violates standard interaction modeling policies for resource
allocation in a layered slicing network, which provides an
unfair ground for dynamic resource allocation.

Motivated by the above-mentioned limitations, the aim
of this paper is to combine blockchain, game theory, and
DRL, to design a hierarchical framework for secure spec-
trum trading and intelligent dynamic spectrum manage-
ment in 5G RAN. We present a consortium blockchain
network that supports smart contracts (SCs), to perform
decentralized spectrum trading among spectrum providers
and spectrum requesters. Most existing works assume spec-
trum is only leased from InPs to MVNOs for slice creation.
However, beyond slice creation, an MVNO with redundant
spectrum to spare can trade with its peers for efficient slice

resource adjustment, and obtain incentives in return. In this
light, we assume an MVNO who is in need of spectrum can
borrow from other MVNOs who have redundant spectrum
to spare. To create a fair level ground for spectrum trad-
ing, we formulate a three-stage multi-leader multi-follower
(MLMF) Stackelberg game model for joint optimal pricing
and demand prediction-based spectrum management in the
layered network. In the first stage, the InPs (leaders) decide
their unit prices. In the second stage, each seller MVNO
(leader) decides its unit price. In the third stage, the buyer
MVNOs (followers) determine the spectrum amount to pur-
chase. We prove the existence and uniqueness of a Stack-
elberg equilibrium (SE), and propose a multi-agent deep
deterministic policy gradient (MADDPG) algorithm, named
Stackelberg MADDPG to obtain an optimal learning strategy,
without any prior knowledge of the network environment.
The main contributions of this paper are as follows:

1) We propose a hierarchical framework for consor-
tium blockchain-empowered spectrum trading and
DRL-based intelligent NS in 5G RAN.

2) We deploy a consortium blockchain network with
hyperledger SC to ensure secure and transparent
spectrum trading procedure between multiple spec-
trum providers and multiple spectrum requesters.

3) Considering proper interaction modeling for in-
centive maximization, we formulate a three-stage
MLMF Stackelberg game to jointly consider dy-
namic pricing and demand strategies of sellers and
buyers respectively, at each stage, for resource man-
agement. The sellers are leaders and buyers are
followers in each stage of the game.

4) We prove the existence and uniqueness of the SE,
and propose a novel MADDPG algorithm referred
to as Stackelberg MADDPG, for joint optimal pricing
and demand prediction strategies. We seek to maxi-
mize the utilities of all entities involved in the game.

The remainder of the paper is structured as follows: Section
2 discusses related works, and Section 3 presents the system
model. In Section 4, we formulate the joint dynamic pric-
ing and demand-based resource management problem, and
propose an MADDPG-based algorithm to achieve the SE.
Experimental results and analysis are presented in Section
5. Finally, we conclude this work in Section 6.

2 RELATED WORKS

It is projected that 5G and B5G will utilize the recent
advances in WNV to expand the full potential of NS [1] [12].
Da Silva et. al. [12] discussed the impact of NS on 5G RAN by
considering its architectural and protocol design, as well as
the management framework for network functions (NFs).
Due to the trustless nature of the wireless environment,
blockchain technology is perceived as a promising cutting-
edge solution to promote secure resource trading in sliced
RANs, by ensuring privacy preserving and overall network
security. Nour et. al. [13] proposed a blockchain-based bro-
kering mechanism, which enables the NSP to lease resources
from different resource providers for end-to-end slice cre-
ation, ensuring secure and anonymous transactions. In [14],
blockchain and NS were adopted to propose NSBchain,
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a novel network slice brokering mechanism for resource
sharing. As an intermediary, the broker enables the InP to
assign resources to MVNOs through SCs in a secure and
automated manner. However, it is still yet to be explicitly
proven whether the intermediate broker is secure and fair
enough for supervising resource trading. The authors in
[15] addressed spectrum sharing problem in multi oper-
ators’ wireless communication networks by designing an
SC-based multi-operator spectrum sharing (MOSS) scheme.
This scheme eliminates the need for a trustless spectrum
broker, while punishing malicious operators. Rawat et. al. [6]
proposed a blockchain-enabled scheme for virtual wireless
network creation, where primary wireless resource owners
(PWROs) sublease their resources to MVNOs based on
service level agreements (SLAs) between the two entities.
The works discussed so far mainly focused on leveraging
blockchain and WNV for secure resource sharing, but fail to
set up an incentive mechanism to maximize the utilities of
the buyers and sellers involved in the trading.

Game theory has emerged as a tool for thoroughly
modeling the interactions among competing players in a
trading environment, presenting an avenue to complement
current research. Chang et. al. [4] based on contract theory
to propose an incentive mechanism for managing radio
resources in a virtualized wireless network. The authors
in [9] proposed a two-stage Stackelberg game model for
dynamic pricing-based resource allocation. In order to max-
imize users’ utilities and MVNOs’ revenue, the work in [16]
formulated a two-stage Stackelberg game for the interac-
tion between the users and MVNOs. In [17], the authors
proposed a framework based on Stackelberg game model
for resource allocation in virtualized wireless networks. An
SE was derived by applying backward induction method.
However, these works assume that the entities involved
reveal their private information, which may affect fairness
in real-world scenarios. Furthermore, iterative and analytic
methods are centralized algorithms that are feasible only
when all participants partially disclose their demand and
pricing information.

Recent advances in RL show its ability to learn the
stochastic policy of a dynamic environment without prior
knowledge. Wang et. al. [11] presented a joint optimization
of radio and computation resources to maximize the utility
of MVNOs, using a single provider in multi-access edge
computing (MEC)-enabled network slicing. A DDPG-based
resource allocation algorithm was proposed to cater for the
continuous action space. However, the pricing strategy of
a single provider in the resource trading market depends
solely on the supply-demand relationship between the mul-
tiple requesters and itself [18]. What happens is that such
a single provider tends to be monopolistic (i.e., it imposes
unrealistic high prices on the requesters), as competition
among multiple providers is not considered. In this case, the
requesters may be forced to either purchase resource at such
high prices or not have enough resource to serve their sub-
scribers. On the other hand, if there are multiple providers in
the trading market, the price determination of a provider not
only depends on the supply-demand relationship, but also
it is affected by the remaining providers’ pricing strategies
[3]. For instance, if a provider sets its resource price lower
than the others’, more requesters are bound to purchase

resource from the said provider, and such a provider may
earn the largest market share. Therefore, the work in [3]
applied RL technique to solve the incentive mechanism
problem for multiple providers and multiple Internet of
things (IoT) devices’ computing service trading. An MLMF
Stackelberg game formulation was presented for the pricing
and demand problem among the players.

Although the above-mentioned literatures have investi-
gated blockchain, game theory, and their unification with
RL separately, we believe the joint integration of such
disruptive technologies in 5G RAN slicing can unlock its
full potential. Blockchain can ensure secure and transparent
trading of spectrum, game theory can create a competi-
tive market among spectrum providers and requesters to
maximize their utilities, and RL can ensure the optimal
pricing and demand prediction of providers and requesters
in an automated manner. With this, we propose a techno-
economic framework that hinges on blockchain, game the-
ory, and RL for secure spectrum trading and autonomous
RAN slicing.

3 SYSTEM MODEL

3.1 System Architecture

We consider a multi-cellular time-synchronized OFDMA
wireless network, where users of different QoS requirements
coexist. The system architecture consists of the physical
network and virtualized network, with a three-stage Stack-
elberg game framework to depict the interaction among the
entities involved in spectrum trading. The system is made
up of entities such as base stations (BSs)/virtual BSs (VBSs),
block managers (BMs), users, MVNOs, a radio intelligent
controller (RIC), a DRL agent, and a regulator. The role of
SDN in WNV is to decouple the network operations into
the control and data planes to allow for ease of network
management and programmability via software programs.
The RIC is a software-defined component of the O-RAN ar-
chitecture, responsible for controlling and optimizing RAN
functions [19] [20]. We adopt its role in O-RAN, which is
in line with the vRAN controller [21], to suit our archi-
tecture. That said, the RIC performs the overall network
optimization, while the BSs/VBSs perform signaling and
user association.

Considering the entities in the system architecture, the
RIC is owned by the regulator who acts as an administrator
of the trading framework, and is responsible for the deploy-
ment of decentralized blockchain. The reason is that the InPs
and MVNOs owning such a controller may result in par-
tiality, since they may be tempted to manipulate it to their
own benefits. The BSs/VBSs are equipped with blockchain
functionalities, and communicate with other BSs/VBSs via
BMs. BMs are trusted devices integrated in the BSs/VBSs
to maintain the blockchain and distributed cryptographic
keys of the entities. The DRL agent is deployed on the RIC
to select optimal spectrum management decisions based on
the changes in network states at a specific time e.g. change
in spectrum demand and price. The reason for deploying the
DRL agent on top of the RIC is for easy access to the data
analytics for machine learning training to make spectrum
optimization decisions.
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Fig. 1: System architecture.

The system architecture as shown in Fig. 1, is adopted
from [22] where multiple InPs partition their substrate
networks into slices and lease them to various MVNOs.
Then, the MVNOs sublease the leased resources to their
respective subscribers in order to satisfy their QoS require-
ments. To ensure effective MVNOs’ spectrum utilization
after slice creation, idle spectrum of underloaded MVNOs
can be resold to overloaded MVNOs in need of spectrum,
in a specific slicing period. We define the slicing period
as the time interval after which spectrum of the MVNOs
are adjusted, due to changes in spectrum demand and
supply of the MVNOs. Setting the slicing period to a
small timescale, e.g., seconds, could ensure better spectrum
demand estimation, which may lead to better adaptation
to the MVNOs’ demands. However, this results in high
computation and reconfiguration costs. Conversely, setting
the slicing period to a large time-scale e.g., hours, may
lead to gathering inaccurate spectrum demand of MVNOs,
although computation and reconfiguration costs may be
minimized. Therefore, we carefully set the slicing period
to 20 minutes to strike a balance between better spectrum
demand estimation and reconfiguration costs [23]. Since
the wireless network is trustless, spectrum sharing among
entities should be as secure and transparent as possible.
Therefore, the BSs/VBSs are equipped with blockchain for
secure spectrum trading, and autonomous slice spectrum
adjustment. We decentralize the RIC by linking it to all
entities in the blockchain network. Thus, every information
on the RIC is copied into databases of all the other entities.
In this way, external attacks on or single point of failure
of the RIC may not result in data loss [24]. Since the DRL
agent is deployed on the RIC, they are both automatically
decentralized. We classify the system model into business
model, virtualization model, network model, and utility
model.

3.2 Business Model
We construct a three-layer hierarchical business model with
InPs, seller MVNOs, and buyer MVNOs in the layers. The
network service area is covered by a set of InPs denoted
by i ∈ I = {1, 2, ....I}, who own infrastructure and
resource e.g. spectrum, BS. We denote a set of MVNOs

who lease slices from the InPs by j ∈ J = {1, 2, ....J}.
The set J comprises a set of underloaded MVNOs (sellers)
m ∈ Jsell = {1, 2, ....M}, whose aggregated user demand
is lower than their available spectrum, and overloaded
MVNOs (buyers) n ∈ Jbuy = {1, 2, ....N}, whose aggre-
gated user demand is higher than their available spectrum;
i.e. Jsell,Jbuy ⊆ J . Thus, at slicing period t, a j-th MVNO
can choose to participate as m ∈ Jsell or n ∈ Jbuy , depend-
ing on its trading strategy. From the business perspective,
the InPs who own spectrum and infrastructure lease to
MVNOs, to be managed independently. In a bid to minimize
the cost of spectrum occupancy due to wastage, the MVNOs
with abundant spectrum to spare can sublease to other
MVNOs who lack spectrum. At slicing period t, an m-th
seller MVNO decides to sell bm amount of spectrum to an
n-th buyer MVNO. To guarantee the QoS satisfaction of the
users of the m-th seller MVNO, breqm fraction of spectrum is
required to serve its users such that;

breqm ≥ btotm − bm, (1)

where btotm is the total spectrum of the m-th seller MVNO. An
n-th buyer MVNO decides to buy bn amount of spectrum
based on its demand dn.

For spectrum trading among I InPs, Jsell seller
MVNOs and Jbuy buyer MVNOs, we deploy a consortium
blockchain network managed by a regulator, who issues
certificates to participants. The certificate qualifies entities
to take part in spectrum trading activities. The regulator is
linked with the InPs and MVNOs as a decentralized net-
work, and is responsible for the deployment of blockchain.
It should be noted that the regulator replaces a trustless
spectrum broker who is liable to privacy disclosure and
single point of failure. Different from the spectrum broker in
previous studies, the regulator does not directly participate
in the spectrum trading among buyers and sellers [15]. In
other words, the regulator only deploys blockchain and calls
SCs, but does not participate in mining or verification. In
fact, the regulator could be a body such as the government
or the federal communications commission (FCC). Each en-
tity acquires transaction details in the tuple {Cert, SK, PK,
Add}, where Cert is the certificate that authorizes the entity
to create a blockchain account. An entity is issued a private
key SK to digitally sign transactions, and a public key PK
for node identification. A wallet address Add will be used to
track payment details of spectrum trading transactions [25].

3.3 Virtualization Model
WNV technology enables the physical network to be ab-
stracted, partitioned, and isolated as virtualized networks
or slices, and assigned to multiple MVNOs as network slice
instances. The stages of WNV are presented as follows:

• Abstraction stage: The shared common physical in-
frastructure including the spectrum, is virtualized to
simplify the provisioning of customized networks to
the heterogeneous traffics.

• Partitioning stage: The virtualized infrastructure and
spectrum are divided into logical networks and each
logical network is referred to as a “slice”. This en-
sures the coexistence of different virtualized net-
works mapped onto the same physical infrastructure.
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• Isolation stage: The slices are logically separated from
one another so as to avoid conflicts between coexis-
tent virtualized networks.

Slices are assigned radio resource in spectrum form, with
granular units of resource blocks (RBs). To avoid ambiguity,
we refer to slice resource as spectrum in the following
sequel. The main functionality of a slice is to provide dif-
ferentiated and customized service to its subscribers.

User association is also virtualized to be slice specific
in the same manner. Each user directly reports its channel
state information (CSI) to the BS that it is attached to. In
other words, the BSs collect user information such as user
demand, user location, preferred service type, and traffic
distribution from the users. Each slice estimates the aggre-
gated resource demand of its subscribers, its available spec-
trum amount, spectrum demand and supply deficit, etc., as
slice parameter states. For efficient spectrum management,
the RIC observes the slice parameter states for slice-level
spectrum optimization by leveraging AI techniques [26].
This information will be used by the DRL agent deployed on
the RIC to make optimal spectrum management decisions.
Different users with varied QoS requirements coexist in the
network. Therefore, a slice classifier is tasked with sorting
requested services into various slice queues, depending on
which traffic flow belongs to which slice. The grouping
of user requests follows a flow-QoS class mapping based
on the QoS classifier index (QCI) table [27]. Then, the
slicing controller decides the resource allocation based on
demand, and spectrum availability. Note that one flow can
be mapped to only one slice, but one or more flows of
the same characteristics can be mapped to the same slice.
To achieve isolation and proper resource allocation, a BS
allocates granular units of spectrum in the form of physical
RBs to users in its coverage area.

3.4 Network Model

We define a set of users k ∈ K = {1, 2, ....K} distributed
in the coverage area of multiple cellular networks. We
assume that each user k exclusively subscribes to an MVNO,
and each MVNO j serves a set of Kj users. The physical
resource of InPs is of aggregated bandwidth B MHz, which
consists of w ∈ W = {1, 2, ....W} set of RBs. An RB is
the granular unit of bandwidth, with each RB having a
bandwidth of bw kHz in time and frequency domain. We
further assume that a contiguous portion of the spectrum
is allocated to each user. The transmit power of BS i is
pi watts and the number of RBs allocated to MVNO j is
wj . We assume a CSI-aware RB allocation where co-channel
interference is controlled by powerful inter-cell interference
cancellation (ICIC) techniques [28]. Based on the Shannon
capacity theory, the expected instantaneous data rate of user
k in slice j, who associates with BS i is expressed as [22];

rkj ,i = wk · B · log2(1 + Υ(kj , i)), (2)

wherewk denotes the number of RBs allocated to user k, and
Υ(kj , i) denotes the signal-to-interference-plus-noise-ratio
(SINR) of user k in slice j associated with BS i. Therefore, the

expected instantaneous data rate of slice j is the aggregated
data rates of all the users in the slice, which is calculated as;

rj =

Kj∑
kj=1

(rkj ,i). (3)

Let xkj ,i be a binary association indicator, where xkj ,i = 1
indicates user kj associates with BS i, and xkj ,i = 0 indicates
otherwise. Then, the average achievable data rate of user k
in slice j, who associates with BS i is calculated as;

r̄kj ,i = xkj ,i · rkj ,i. (4)

Combining the average achievable data rate of all the users
in the slice, the average achievable data rate of slice j is
expressed as;

r̄j =

Kj∑
kj=1

(r̄kj ,i). (5)

The value of r̄j should exceed the minimum data rate
requirement of slice j i.e. r̄j ≥ r̄jmin.

We calculate the expected instantaneous delay of a
packet in a queue from BS i to user k in slice j based on
M/M/1 queuing theory [29] as;

τkj ,i =
1

rkj ,i − λkj ,i
, (6)

where λkj ,i denotes the packet arriving rate of user k in
slice j who associates with BS i, and is measured in packets
per second. The expected instantaneous delay of slice j is
expressed as;

τj =

Kj∑
kj=1

(τkj ,i). (7)

The average delay of user k in slice j, who associates with
BS i is calculated as;

τ̄kj ,i = xkj ,i · τkj ,i. (8)

The average delay of slice j, combining the average delay of
all the users in the slice, is expressed as;

τ̄j =

Kj∑
kj=1

(τ̄kj ,i). (9)

The value of τ̄j should not exceed the maximum delay
requirement of slice j i.e. τ̄j ≤ τ̄jmax.

3.5 Utility Model

In this sequel, we assume that the cost utility of buyers is
directly proportional to their data rate or delay satisfaction
demand. For instance, if the data rate demand of MVNO j
is high, its cost utility will eventually be high and vice versa.
On the contrary, the pricing of sellers is associated with
the competition among sellers. The data rate satisfaction of
user k in slice j is modeled as a sigmoid function and is
expressed as;

ψ
(
r̄kj

)
=

1

1 + e
−η

(
r̄kj

−r̄min
kj

) , (10)
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where η is a constant that determines the shape of the
satisfactory curve, and r̄min

kj
is the minimum data rate

requirement of user k in slice j. The data rate satisfaction
of slice j is calculated as;

ψ (r̄j) =

Kj∑
kj=1

ψ(r̄kj
). (11)

The delay satisfaction of user k in slice j is defined as;

ψ
(
τ̄kj

)
=

1

1 + e−η(τ̄max
kj −τ̄kj )

, (12)

where τ̄max
kj

is the maximum tolerant delay requirement of
user k in slice j. The delay satisfaction of slice j is expressed
as;

ψ (τ̄j) =

Kj∑
kj=1

ψ(τ̄kj
). (13)

3.5.1 Utility of InP
The InP earns its utility by leasing spectrum to the MVNOs
for initial slice creation. The utility of an i-th InP is the
revenue received from leasing spectrum to MVNOs minus
its overhead cost covh, where covh results from electricity
consumption, equipment maintenance cost, and hardware
loss [30]. Since a j-th MVNO is plagued with selecting a
specific InP for spectrum leasing, we express a likelihood
ϕij for the j-th MVNO choosing an i-th InP to trade spectrum
with. Taking the spectrum demand dj of a j-th MVNO and
the unit price δi of an i-th InP into account, the revenue of
the InP is given by;

Ri(dj , δi) =
∑
j∈J

δi · [dj(·)], (14)

where (·) is substituted with ψ (r̄j) or ψ (τ̄j) from (11) or
(13) respectively, depending on the QoS requirement of the
slice j. The utility Ui(dj , δi) of the i-th InP is expressed as;

Ui(dj , δi) = ϕij(Ri(dj , δi)−
∑
j∈J

(covh · dj)). (15)

3.5.2 Utility of Seller MVNO
From the business perspective, an m-th MVNO with redun-
dant spectrum in a slicing period, can sublease a portion of it
to other N buyer MVNOs who lack spectrum to satisfy their
subscribers’ QoS requirements. In return, the m-th seller
MVNO receives revenue to minimize spectrum cost, which
is expressed as;

Rm(dn, δm) =
∑

n∈Jbuy

δm · [dn(·)], (16)

where [dn(·)] is the spectrum demand of the n-th buyer
MVNO based on data rate satisfaction ψ (r̄n) or delay
satisfaction ψ (τ̄n), and δm is the unit price of the m-th seller
MVNO. The cost involved in purchasing spectrum from the
InP is Cm(dm, δi) =

∑
m∈Jsell

δi · [dm(·)]. We define the
utility Um(dn, δm) of m-th seller MVNO as;

Um(dn, δm) = ϕmn(Rm(dn, δm)− Cm(dm, δi)), (17)

where ϕmn is the probability of the n-th buyer MVNO to
select an m-th seller MVNO for spectrum trading.

3.5.3 Utility of Buyer MVNO
Considering the spectrum demand dk of a customer sub-
scribed to an n-th buyer MVNO, and the unit price δn of an
n-th buyer MVNO, the revenue obtained by an n-th buyer
MVNO can be calculated as;

Rn(dk, δn) =
K∑

k=1

δn · [dk(·)], (18)

where (·) is ψ (r̄k) or ψ (τ̄k) from (10) or (12) respectively,
depending on the QoS requirement of the user k. This is the
revenue gained from reselling the subleased spectrum to
users of the n-th buyer MVNO. As the amount of spectrum
increases, the cost of purchasing the spectrum increases
exponentially. The cost of acquiring spectrum to serve users
in the n-th buyer MVNO is Cn(dk, δm) =

∑K
k=1δm · [dk(·)].

We denote the utility of the buyer MVNO for spectrum
trading by Un(dk, δm) and is calculated as;

Un(dk, δm) = ϕnm(Rn(dk, δn)− Cn(dk, δm)). (19)

4 PROBLEM FORMULATION

At slicing period t, the blockchain procedure runs concur-
rently with the resource management process. That is, the
spectrum of MVNOs can be readjusted after initial slice
creation through real-time spectrum trading.

4.1 Consortium Blockchain for Spectrum Trading
The spectrum trading market in the wireless network en-
vironment is vulnerable to adversaries and attacks, com-
monly double spending attack and hacking attack. Double
spending occurs when the same RB is subleased to different
buyers at the same time, causing business friction. Hack-
ing attack occurs when a malicious node manipulates the
transaction records stored on the digital ledger. Blockchain
has the potential of mitigating such security issues in the
business ecosystem, thanks to its unique features such as
decentralization, immutability, security, and traceability.

As shown in the proposed architecture in Fig. 1, the
entire decentralized network maintains data stored on the
incorruptible digital ledger, promoting manipulation-proof
and value transfer among the trustless nodes. Neverthe-
less, blockchain technology has some drawbacks related
to its implementation cost, authorization issues, and slow
consensus process. Therefore, we deploy a (permissioned)
consortium blockchain platform to perform decentralized
and robust spectrum trading. Consortium blockchain is
preferred to (permissionless) public blockchain because, it
provides entity authorization, while nullifying monopoly
[31]. In addition, we design a consensus mechanism with
moderate implementation cost such as practical Byzantine
fault tolerance (PBFT) [32] consensus algorithm. We prefer
PBFT because, there is no need for extensive block mining
like in Bitcoin’s proof of work (PoW), ensuring higher
energy efficiency and fast consensus process, and is best
for small-scale networks as our scenario. The entities of the
blockchain network are the InPs and MVNOs, who also act
as validators to earn extra incentives if pre-selected for block
verification and audit. We present the detailed operation of
our consortium blockchain for spectrum trading as follows:
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4.1.1 System Initialization
Entities in a permissioned blockchain are first required to be
authenticated by the regulator and given a certificate Cert,
in order to become legitimate operators in the network.
Then, the regulator generates a unique PK, SK, and Add
for each of the authorized entities as transaction details of
the tuple {Cert, SK, PK, Add}, which is sent as a test
transaction to the legitimate entity. We rely on elliptic asym-
metric cryptography, and curve digital signature algorithm
for system initialization [25]. The asymmetric cryptography
of information integrity from a sender z during system
initialization is expressed as [33];

decPKz
(signSKz

(hash(msg))) = hash(msg), (20)

where signSKz
represents the digital signature of sender z

with private key SKz , decPKz
is used to decode the signed

data of sender z’s public key, and hash(msg) is the hash
digest of message, msg.

4.1.2 Validator Selection Based on Reputation
In a consortium blockchain network, not all entities are
trusted to serve as validators. The regulator calculates the
average reputation of each operator based on the feedback
of ‘opinions’ by other operators, using subjective logic model
[34]. Subjective logic model is based on the history of inter-
actions between entities, which is a probability of subjective
beliefs. The subjective beliefs have three outcomes namely;
belief (bel), disbelief (disbel), and uncertainty (uncert).
Let us consider InP i and MVNO j, who interact dur-
ing spectrum trading. The ‘opinion’ of i to j can be ex-
pressed in terms of subjective logic as a vector µ(i→j) =
{bel(i→j), disbel(i→j), uncert(i→j)}. Similarly, the ‘opinion’
of seller MVNO m to buyer MVNO n can be defined as
µ(m→n). Note that bel(i→j), disbel(i→j), uncert(i→j) ∈ [0, 1].
The reputation rep(i→j) of i to j can be expressed as;

rep(i→j) = bel(i→j) + ϑ · uncert(i→j), (21)

where ϑ indicates an effect of uncertainty for reputation. If
the reputation exceeds a predefined minimum reputation
threshold, then the node can be selected as a validator for
the specific spectrum trading period.

4.1.3 Spectrum Trading Between Buyers and Sellers
In our proposed blockchain network, spectrum trading oc-
curs in two levels. Firstly, I InPs act as the spectrum sellers
to lease their spectrum to J MVNOs for slice creation.
Secondly, underloaded MVNOs who have idle spectrum can
join as a set of Jsell seller MVNOs, to sublease spectrum to
a set of Jbuy overloaded buyer MVNOs for slice spectrum
adjustment. A spectrum buyer sends a request req contain-
ing its spectrum demand, to the nearest BS to be broadcast
throughout the blockchain network. The spectrum sellers
upon receiving the request, report their individual prices
and available spectrum as response. Based on the supply-
demand relationship of the entities, a pricing and demand
prediction-based resource management problem is formu-
lated. Each buyer and seller seeks to maximize its own
strategy via an interest competition game, thanks to game
theory. Depending on the outcome of the game, an SC is
executed and the seller transfers the needed spectrum to the

buyer for revenue in return. A detailed discussion on game
theory is provided in the next subsection.

4.1.4 Block Creation and Broadcast

After successful spectrum exchange, one of the entities is
selected as the leader node l to create a block for the current
transaction. Based on the aggregated votes of all entities, the
node with the highest vote becomes the leader for the block
creation of the particular transaction until its acceptance
onto the ongoing chain. The leader of each block need not
be the same, as each block creation requires the nodes to
vote on who becomes the leader. The selected leader records
the transaction in a tamper-resistant block, encrypts, and
digitally signs on it to guarantee block authenticity. Then,
the leader broadcasts the block to all the nodes in the
network for auditing.

4.1.5 Consensus Process

In order to incur moderate cost on block validation and
confirmation, we deploy a lightweight PBFT consensus
algorithm [32] for verifying the correctness of the block.
Based on (21), the pre-selected nodes serve as validators
to check for the correctness of the block, and report their
audit results to the leader for analysis. By comparing the
received block information, each validator sends a feedback
to the leader. The leader analyzes the audit results of the
validators and accepts the block, if consensus is reached. If
the correctness of the block is approved by all validators,
the leader broadcasts the accepted block, and the new block
is added to the ongoing chain, which contains the hash of
the previous block.

4.2 Three-Stage Stackelberg Game Modeling

The trading-based interactions among InPs, seller MVNOs,
and buyer MVNOs can be modeled as a three-stage MLMF
Stackelberg game, where each player ensures the maximiza-
tion of its utility given other players’ strategies. The leaders
who are spectrum sellers move first by setting their unit
prices. Then, the followers (spectrum buyers) accounting for
the leaders’ strategies, respond with their demands. Both
leaders and followers can constantly adjust their strategies
to earn more profit.

During the interaction between I InPs and J MVNOs
for slice creation, an InP i acts first to set its unit price δi, and
an MVNO j responds to the price by deciding its spectrum
demand dj . Therefore, the interaction between I InPs and J
MVNOs can be formulated as an MLMF Stackelberg game,
where InPs are the leaders and MVNOs are the followers.
Similarly, during the interaction between Jsell underloaded
seller MVNOs and Jbuy overloaded buyer MVNOs, the
seller m sets its unit price δm first, and the buyer n responds
to set its demand dn. The interaction between Jsell seller
and Jbuy buyer MVNOs can be formulated as an MLMF
Stackelberg game, where seller MVNOs are leaders and
buyer MVNOs are followers. We transform the three-stage
Stackelberg game into an optimization problem as follows:
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4.2.1 Stage I (InP Price Imposition)

The optimization goal of an InP is to maximize its utility in
(15) by imposing appropriate price, which can be expressed
as;

max
δi
Ui(dj , δi), (22)

s.t:
J∑

j=1

dj ≤ Bmax
i , (23)

where Ui(dj , δi) is the utility function of InP i, δi is the
unit price vector with a price profile {δi}i∈I and dj is the
demand vector of MVNOs with a demand profile {dj}j∈J .
Constraint (23) states that the aggregated demand of the
MVNOs cannot exceed the maximum bandwidth of the InP,
Bmax
i .

4.2.2 Stage II (Seller MVNO Pricing)

Each seller MVNO is interested in optimizing its own utility
in (17), by setting its pricing strategy to buyer MVNOs with
the following optimization problem;

max
δm
Um(dn, δm), (24)

s.t: δm ≥ 0 ∀m ∈ Jsell. (25)

It is noteworthy that an underloaded MVNO can suffer
higher spectrum cost due to abundant spectrum leased from
the InP. Therefore, each underloaded MVNO is motivated
by the revenue it could gain from the resale of spectrum to
overloaded MVNOs.

4.2.3 Stage III (Buyer MVNO Demand)

Given the spectrum price δm of the seller MVNO, the buyer
MVNO seeks to maximize its utility in (19) by solving the
following optimization problem;

max
dk

Un(dk, δm), (26)

s.t:
K∑

k=1

dk ≥ 0 ∀k ∈ K. (27)

If the buyer MVNO subleases spectrum from the seller
MVNO, it is able to satisfy the QoS requirements of its
subscribers, and so its revenue increases.

We form the three-stage Stackelberg game from (22),
(24), and (26) with an objective of finding an SE. An SE
is the optimal outcome of the game, where neither of the
players has an incentive to deviate from its strategy after
considering the strategies of the other players.

Proposition 1: Given the optimal unit price of InP i as
δ∗i and the optimal demand of MVNO j as d∗j , the SE is
(δ∗ = {δi}i∈I , d∗ = {dj}j∈J ) , if

1) For any i ∈ I given all MVNOs j ∈ J choose their
optimal demands from InP i, and all the remaining
InPs except InP i choose their optimal prices, then
InP i chooses its optimal price δ∗i to maximize its
utility as Ui(δ∗i , δ∗−i, d

∗(δ)) ≥ Ui(δi, δ∗−i, d
∗(δ))∀i ∈

I .
2) For any MVNO j ∈ J , given all InPs choose

their optimal prices, MVNO j chooses its optimal

demand d∗j to maximize its utility Uj(d∗j , δ∗) ≥
Uj(dj , δ∗)∀j ∈ J .

Proposition 2: We consider δ∗m and d∗n as the optimal
unit price of the m-th seller MVNO and demand of the n-th
buyer MVNO, respectively. Then, the point (δ∗m, d

∗
n) is the

SE if for any (δm, dn), δm ≥ 0, dn ≥ 0,

Um(δ∗m, d
∗
n) ≥ Um(δm, d

∗
n), (28)

Un(δ∗m, d∗n) ≥ Un(δ∗m, dn). (29)

To verify the existence and uniqueness of the SE, we take
the second order derivatives of the utility functions of InPs,
seller MVNOs, and buyer MVNOs [35].

Lemma 1: There is a unique equilibrium in buyer MVNO stage
game.

Proof: During buyer MVNO game, each buyer MVNO
n determines the amount of spectrum to purchase, with the
goal of maximizing its utility at given spectrum price δm.
The buyer MVNO’s utility function in (19) is continuous,
and the second order derivative of the function is;

∂2Un
∂dn

2 = −2Un
(
∑

y ̸=n dy)

(
∑

y∈N dy)3
. (30)

We can get ∂2Un

∂dn
2 ≤ 0, since dy ≥ 0 and Un ≥ 0. Therefore,

Un is a strict concave function of variable dn, and there exists

Algorithm 1 Blockchain-based Spectrum Trading Procedure
1: Initialize: The sets I , J (Jsell,Jbuy), Regulator
2: Register: Register and authenticate I , J (Jsell,Jbuy)
3: for slicing period t do
4: */Stackelberg game for trading and block creation/*
5: for all I , J (Jsell,Jbuy) do
6: Verify Cert(i,m,n) using batch verification
7: if V er(Certi, Certm, Certn) = True then
8: Set-up a three-stage Stackelberg game based

on (22), (24), and (26)
9: Execute SC for trading and create block

10: else
11: Terminate SC
12: end if
13: end for
14: */ Block verification and PBFT consensus /*
15: for validator leader l do
16: Broadcast the current BLK data to all nodes
17: Select honest nodes for verification and audit

based on reputation, using (21)
18: for all validator nodes do
19: if validator Tx data = BLK data then
20: set verify BLK = True
21: else
22: set verify BLK = False
23: end if
24: Broadcast audit results to l for analysis
25: end for
26: Accept and add block to ongoing chain or discard

block that fails verification
27: end for
28: end for
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a unique equilibrium in the buyer MVNO game.
Lemma 2: At given spectrum price δm, the optimal amount

of spectrum purchased by buyer MVNO n, is calculated as;

dn
∗ =

min
∑

n∈Jbuy
δm · [dk(·)]

[dk(·)]
, Dn. (31)

Proof: At a given δm, buyer MVNO n decides dn by
making the second order derivative of (19) equal to 0 as;

∂2Un
∂d2n

= −2
(
∑

y ̸=n dy)Un
(
∑

y∈N dy)3
= 0. (32)

Note that dn ≤ Dn. Therefore, the lemma is proven. Similar
steps can be followed to prove the existence and unique
equilibrium of seller MVNO and InP games, respectively
via the following;

∂2Um
∂δ2m

= −2Um
Cm
δm

2

n− 1

n
≤ 0. (33)

∂2Ui
∂δ2i

= −2Ui
covh

δi
2

j − 1

j
≤ 0. (34)

It is proven in [36] that backward induction can be used to
achieve SE for the formulated game. However, this method
of finding SE requires all nodes to disclose their private
information. More so, this practice may affect the fairness
of the game. In contrast, DRL approach learns the optimal
policy without prior knowledge. Therefore, we design a
DRL-based method for obtaining joint optimal pricing and
demand strategies for autonomous resource management.

4.3 Multi-Agent DRL-based Utility Optimization for
Spectrum Management

The purpose of DRL is to find the joint optimal pricing
and demand strategies of the entities involved, that solves
the proposed Stackelberg game given little or no infor-
mation. Deploying a single agent only maximizes its own
cumulative reward, which is not in line with our scenario
involving multiple players. Contrarily, a multi-agent DRL
system seeks to maximize the whole reward of all the agents
in the system, considering other agents’ strategies [37]. The
optimal pricing and demand prediction problem can be
modeled as a Markov decision process (MDP), which is
expressed as a stochastic process. At time step t, an agent
selects an action at given a state st, and obtains an immedi-
ate reward rt(st, at) based on a state transition probability
P (s(t+1)|st, at). A detailed MDP formulation for resource
management can be found in [22]. From Markov property,
the policy π can be obtained by;

Vπ (s)=Eπ

rt (st, at)+ γ
∑
s′

P
(
s
′
∣∣∣ st, at)Vπ

(
s
′
)

(35)
where rt(st, at) is the present reward, Vπ(s) is the present
utility, and Vπ(s′) is the future utility. The state-value func-
tion for an optimal policy based on the Bellman equation
[10] is given as;

Vπ∗
(s)=argmax

at∈A
{Vπ (s)} , (36)

4.3.1 State-Action Mapping

In each time step t, the InPs, seller MVNOs, and buyer
MVNOs take actions sequentially. We define the states,
actions, and rewards of the MDP to match the optimal
pricing and demand prediction strategies as follows:

State(s): At time step t in Stage I, InP i first sets a unit
price δti based on the demand [dt−1

j ]
j∈J of MVNO j at the

previous time step t − 1. In Stage II, the seller MVNO m
sets its unit price δtm based on [dt−1

n ]n∈Jbuy
. In Stage III, the

buyer MVNO n observes the unit price δtm to determine its
demand dtn.

Definition 1: The states of the i-th InP, m-th seller MVNO,
and n-th buyer MVNO at time step t, are expressed as:

sti = [dt−1
j ]

j∈J

stm = [dt−1
n ]n∈Jbuy

stn = δtm

(37)

Action(a): Given state st, a DRL agent performs action at

based on the observations. Based on the actions selected
by the players, the DRL agents effect the changes on the
spectrum of each entity.

Definition 2: The actions set of the i-th InP, m-th seller
MVNO, and n-th buyer MVNO are as follows:

ati = δti
atm = δtm
atn = dtn

(38)

For simplicity, the action set of each InP, seller MVNO,

Fig. 2: MADDPG framework for Optimal Utility.
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and buyer MVNO at time step t are defined as ati =
{1, 2, ..., 100}, atm = {1, 2, ..., 50}, and atn = {1, 2, ..., 50},
respectively. In this way, the players are able to dynamically
adjust their actions to reflect their utilities.

Reward(r): We seek to obtain an immediate reward rt that
maximizes the utility of each player, without an incentive to
deviate from the game.

Definition 3: The immediate reward of the i-th InP, m-th
seller MVNO, and n-th buyer MVNO are as follows:

rti = U t
i (d

t−1
j , δti)

rtm = U t
m(dt−1

n , δtm)

rtn = U t
n(d

t
k, δ

t
m)

(39)

Accordingly, the system utility is the aggregated reward
that the agents receive from the environment as; r =∑I

i=1

∑M
m=1

∑N
n=1(r

t
i + rtm + rtn).

4.3.2 Stackelberg MADDPG for Optimal Policies
In order to achieve an SE, we consider a multi-agent
learning method that can observe the dynamic environ-
ment and learn the strategies of other agents. Policy-based
methods e.g. DDPG learn stochastic strategies effectively
using function approximation, which solves the curse of
dimensionality problem. Therefore, we deploy an MADDPG
algorithm [38] named Stackelberg MADDPG, to achieve the
SE of the formulated game. The DDPG architecture adopts
an actor-critic approach that combines the gains of policy-
based and value-based methods. By policy function, the
actor generates an action given a state. The critic produces
an action-value function and uses a loss function to criti-
cize the actor’s performance. Then, the actor uses DPG to
approximate policies with the critic’s output. DPG directly
generates deterministic behavior policy, and avoids frequent
action sampling. The critic updates the action-value function
using gradient descent method [11].

The actor chooses an action at based on current state st

and current policy π as;

at = π(st, θπ). (40)

Based on the Bellman equation, the critic network calculates
the target Q-value as;

yt=rt + γ ·Q
′
(s

′
, π

′
, (s

′
|θπ ′), θQ′)). (41)

Let πi, πm, and πn be the set of policies for an i-th InP, m-th
seller MVNO, and n-th buyer MVNO, respectively where
πi = {π1, ...., πI}, πm={π1, ...., πM}, and πn={π1, ...., πN}.

At Stage I, the critic network can be updated by minimiz-
ing the loss function as;

Li(Qi) = E(si,ai,ri,s
′
i)∼Di

[(yi −Qi(s, ai; θi))
2]

yi = ri + η · StackelbergQi(s
′
),

(42)

where StackelbergQi(s
′
) = maxa′ Qi(s

′
, a

′

i, θi) is the SE
rewards under state s

′
.

The policy gradient of the DPG objective function with
respect to θπi is given by;

▽θπiJ(πi)=Es,ai∼Di [▽θπiπi(ai, si)▽ai Qi(s, ai,

θQ|ai = πi(si))],
(43)

Algorithm 2 Stackelberg MADDPG-based Algorithm
1: Randomly initialize: Actor and critic evaluation net-

works with random weights θπ and θQ, respectively
2: Initialize: Actor and critic target networks with weights
θπ ′ ← θπ and θQ′ ← θQ, respectively

3: Initialize: Replay memory D and mini-batch D
′

4: for each episode do
5: Set up the simulation environment
6: for each decision step t, do
7: for each agent do
8: Observe state st based on (37)
9: Execute Algorithm 1

10: Select action at for exploration based on (40)
11: Perform at, compute rt and st+1

12: Update resource pool at BS-level
13: Store experience (st, at, rt, st+1) in D
14: Sample mini-batch of transitions from D
15: Compute target value yt using (41)
16: Update critic network by minimizing loss

Li(Qi) using (42)
17: Update actor network by ▽θπiJ(πi) using

(43)
18: Update target networks by soft update using

(44)
19: end for
20: end for
21: end for

Finally, we update the target network of i, using soft update;

θπi
′
← τθπi + (1− τ)θπi

′

θQi
′
← τθQi + (1− τ)θQi

′ (44)

where τ denotes the learning rate. Stage II and Stage
III follow a similar formulation to compute ▽θπmJ(πm),
Lm(Qm), θπm

′
, θQm

′
for the m-th seller MVNO, and

▽θπnJ(πn), Ln(Qn), θπn
′
, θQn

′
for the n-th buyer MVNO.

The computational complexity of the MADDPG algo-
rithm is expressed as O(G × |S| × |A|), where G denotes
the total number of agents, S denotes a state set, and A
denotes an action set. Let the number of hidden layers be
H and the dimension of the output be L. The complexity of
each actor and critic network is O(|L|2H).

5 PERFORMANCE EVALUATION

5.1 Scenario Configuration

To evaluate the performance of our proposed Stackelberg
MADDPG algorithm, we perform extensive simulations in a
Python 3.6 environment with Tensorflow 2.0, running on a
core i7 server of a 2.4GHz Intel Xeon CPU, and 16GB RAM.
Given a coverage area of 500m × 500m, we consider 5 BSs
that are 80m apart from one another, and 10 MVNOs with 50
users randomly distributed in each. The system bandwidth
is set to 30MHz, which is divided into 150 RBs and each
RB has a bandwidth of 180kHz. The BS transmit power is
set to 46dBm, assuming negligible interference as a result
of applying ICIC techniques [28]. To account for changing
user traffic, random walk mobility model is preferred for
modeling the user mobility [39].
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TABLE 1: Simulation Parameters

Parameters and Units Values
Number of BSs, I 5
Number of MVNOs, J 10
Number of users, K 50 in each MVNO
System bandwidth, B 30 MHz
Number of RBs,W 150
Transmit power of BS, Pj 46 dBm
Network coverage area 500 m × 500 m
Noise power density, θ2 -174 dBm/Hz
User distribution Uniform
Slice minimum data rate (r̄min) [Slice 1-4=500, Slice 5-7=10, Slice 8-10=15] kbps
Slice maximum delay (τ̄max) [Slice 1-4=100, Slice 5-7=10, Slice 8-10=100] ms
Number of validators ≤ 15
Transactions per block [5-10]KB
Minimum reputation threshold 0.5
Number of hidden layers(actor and critic) 4 (32 neurons in each)
Number of episodes 3000
Discount factor, γa, γc 0.9
Replay memory size, D 105

Mini batch size, D
′

128
Learning rate, τa, τc 0.01

As stated in Definition 2, the action set of each InP,
seller MVNO, and buyer MVNO at time step t are de-
fined as ati = {1, 2, ..., 100}, atm = {1, 2, ..., 50}, and
atn = {1, 2, ..., 50}, respectively. Quantitatively, the maxi-
mum price of a unit spectrum (RB) is δmax = 1. Otherwise
stated, all simulation results are averaged over a number
of random independent runs. To implement the consortium
blockchain, we set up a hyperledger Iroha platform [40] with
SC on Ubuntu 16.04 LTS Bionic OS. Each of the MADDPG
and DDPG models consists of a four-layer fully connected
feed-forward neural network (NN) for each actor and critic
network, with 32 neurons in each network. For the DQN and
Dueling DQN algorithms, we configure a four-layer fully
connected NN for each evaluation (prediction) network
and target network, with 32 neurons in each network. We
utilize ReLU activation function for the hidden layers, and
tanh(·) to bound the actions. The replay memory and mini-
batch sample sizes are set to 105 and 128, respectively. To
optimize the loss, we adopt the AdamOptimizer. Simulation
parameters are summarized in Table I.

5.2 Convergence Analysis
In this simulation, we evaluate the convergence of our
proposed Stackelberg MADDPG algorithm compared with
classical DDPG (DDPG) [11], dueling DQN [41], classical
DQN (DQN) [22], and greedy approach (GA) [42], for the
blockchain-empowered spectrum management system. We
run the simulation for 3000 episodes, while averaging every
100 episodes for performance comparison. Fig. 3 shows
the convergence on normalized system utility for the five
algorithms. For the MADDPG algorithm, each agent selects
an action independently to constitute the joint action policy
of all the agents.

From Fig. 3, it can be observed that as the number of
episodes increases, the normalized system utility increases
until stability is reached. All five algorithms achieve conver-
gence, which means that the optimal policy can be learned.
The proposed Stackelberg MADDPG algorithm achieves
the fastest convergence at approximately 500 episodes, and
highest system utility of about 0.82. This is because, each
agent observes the actions of other agents and makes a
decision to maximize its utility, based on other agents’
actions. The convergence performance of DDPG comes close

0 250 500 1000 1500 2000 2500 3000
Number of Episodes

0.0

0.2

0.4

0.6

0.8

1.0

No
rm

al
ize

d 
Sy

st
em

 U
til

ity

Stackelberg MADDPG
DDPG
Dueling DQN
DQN
GA

Fig. 3: Convergence analysis.

to that of the proposed algorithm with the reason being that,
they both have a similar actor-critic framework. However,
the DDPG algorithm deploys a single agent who maximizes
its own cumulative reward. The next best performance is
achieved by dueling DQN, with convergence at approxi-
mately 900 episodes and its system utility is about 0.62.
This is because, dueling DQN has the ability of learning
the important states and actions, without causing changes
to the underlying DQN algorithm. Of the learning schemes,
DQN achieves the slowest convergence and lowest utility at
approximately 1000 episodes and 0.60, respectively, due to
overestimation of its Q-values. Lastly, GA achieves the worst
performance because, it does not consider future outcomes.
We can conclude that the proposed Stackelberg MADDPG
algorithm can best learn the optimal policy to maximize
overall system utility, compared with the other baselines.

5.3 Analysis on Pricing and Demand Relationship

In this simulation, we evaluate the performance of the
proposed Stackelberg MADDPG algorithm in terms of the
pricing and demand relationship between the sellers and
buyers in the trading market by comparing it with the
baselines. We take into consideration Stackelberg I where
5 InPs trade spectrum with 10 MVNOs for slice creation.
Fig. 4(a) and 4(b) show the pricing and demand trends of
the five algorithms against the total bandwidth available for
trading, respectively.

From Fig. 4(a), we observe that as the amount of
bandwidth increases, the bandwidth price decreases in all
the algorithms. For instance, with 5MHz bandwidth, the
bandwidth price of Stackelberg MADDPG, DDPG, Dueling
DQN, DQN, and GA are approximately 38, 50, 55, 59, and
70, respectively. With 30MHz bandwidth, the bandwidth
prices decrease to about 25, 35, 43, 45, and 61, respectively.
We observe this trend because with a small amount of band-
width, the sellers set higher prices due to scarce resource.
However, as the amount of bandwidth increases, the sellers
have a large amount of goods to sell, so they lower their
prices to stimulate consumption.

From Fig. 4(b), we observe that as the amount of band-
width increases, the demand of MVNOs increases, with
the proposed Stackelberg MADDPG algorithm achieving
the highest demand followed by DDPG, dueling DQN,
DQN, and GA in that order. The reason for this trend is
that with an increasing bandwidth, the prices are reduced
which motivates the MVNOs to buy bandwidth in order to
earn more profits. For GA, there is no change in demand
with increasing bandwidth amount probably due to lack of
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Fig. 4: Pricing and demand relationship.
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Fig. 5: Impact of static and dynamic pricing.

learning. In summary, we can conclude that the proposed
algorithm is able to best match the pricing and demand
strategies of the InPs and MVNOs due to its ability to
find the SE which gives the optimal pricing and demand
decisions.

5.4 Impact of Static and Dynamic Pricing

In this simulation, we evaluate the effect of dynamic pricing
(D.P) and static pricing (S.P) on the proposed Stackelberg
MADDPG algorithm, using DDPG as a benchmark. We plot
the average revenue of the InPs against the total bandwidth
in the system for Stackelberg I, in Fig. 5(a). In Fig. 5(b), we
plot the average revenue of seller MVNOs against the total
bandwidth of the MVNOs for Stackelberg II, assuming the
sellers own half of the system bandwidth. Under D.P, the
pricing profile of InPs and seller MVNOs are defined as
δi = {1, ..., 100} and δm = {1, ..., 50}, respectively. For S.P,
the pricing profile is fixed at δ = 50.

From Fig. 5(a) and 5(b), we observe that the revenue in-
creases with increasing bandwidth, for both algorithms with
S.P and D.P. It is clear that an increase in bandwidth implies
more buyers need resource to serve their users and that the
sellers obtain an increased revenue from the sale of their
bandwidth. Towards the maximum bandwidth, the average
sellers’ revenue saturates as a result of buyers being satisfied
and do not need extra acquisition of bandwidth. Therefore,
the change in bandwidth does not affect revenue. For the
same amount of bandwidth, Stackelberg MADDPG achieves
higher average revenue than the DDPG algorithm under
both S.P and D.P. This is because, Stackelberg MADDPG
finds an SE where an optimal pricing is realized based on the
buyers’ demand strategies. Specifically, we observe in Fig.
5(a) that the Stackelberg MADDPG with D.P (Stackelberg
MADDPG w/D.P) achieves a higher average InPs’ revenue
than Stackelberg MADDPG with S.P (Stackelberg MADDPG
w/S.P). For instance, with 20MHz bandwidth, Stackelberg

MADDPG w/D.P achieves InP revenue of about 250 whiles
Stackelberg MADDPG w/S.P has revenue of about 220. Fig.
5(b) follows a similar trend as that in Fig. 5(a) i.e. Stackel-
berg MADDPG w/D.P achieves a higher average revenue
of seller MVNOs than Stackelberg MADDPG w/S.P. We
conclude that our proposed scheme with D.P can adjust
sellers’ prices efficiently to earn more revenue, compared
with the other baseline algorithms.

5.5 Performance Analysis Based on Player Fairness

In this experiment, we evaluate the fairness of the trading
market’s players under the proposed Stackelberg MADDPG
algorithm, and a baseline algorithm with a monopolistic
InP. For simplicity in illustration, we consider only InPs as
spectrum providers and all MVNOs as spectrum requesters,
making the analysis suitable for Stackelberg I. Fig. 6 illus-
trates the performance of the proposed scheme and the
baseline scheme, in terms of players’ fairness.

From the figure, we observe that InPs in the proposed al-
gorithm achieve a moderate average utility, whiles MVNOs
achieve acceptable utility levels. With 20MHz bandwidth,
the InPs and MVNOs achieve average utilities of approx-
imately 200, and 98, respectively. This implies that each
player constantly adjusts its utility to earn more profits
without an incentive to deviate, creating a healthy and
fair spectrum trading market. Under the baseline scheme,
we see that the monopolistic InP achieves the highest av-
erage utility in the system. The monopolistic InP makes
unreasonable profits because there is no competing InP to
provide spectrum to the MVNOs. We can conclude that our
proposed scheme maintains a fair and healthy market for all
the players by keeping utilities at acceptable levels.

5.6 Impact of Varying Number of Spectrum Providers

In this simulation, we evaluate the effect of varied number
of spectrum providers on the average utility of the spectrum
requesters, using the proposed algorithm. We consider the
spectrum trading activities in two-folds; between InPs and
MVNOs in Stackelberg I, and between seller MVNOs and
buyer MVNOs in Stackelberg II. For Stackelberg I, we con-
sider 5 InPs as providers and 10 MVNOs as requesters. In
Stackelberg II, we take 5 seller MVNOs as providers and 5
buyer MVNOs as requesters. Fig 7(a) shows the impact of
varying InPs and Fig. 7(b) depicts the impact of varying
seller MVNOs on the utilities of all MVNOs and buyer
MVNOs, respectively.

From Fig. 7(a), we observe that as the number of InPs
increases, the average utility of the MVNOs increases. This
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is because, an increase in the number of spectrum providers
implies an increase in spectrum for sale in the system.
Therefore, the buyers are able to obtain the required amount
of spectrum to serve their customers, which in turn increases
their revenue. Also, an increasing number of MVNOs in-
creases the average utility since an aggregated revenue
of the MVNOs leads to increased utility. Specifically, we
observe that with only one InP, the average utility of the
MVNOs is very low. This is as a result of the one InP
acting as a selfish player to create an unfair trading market
environment, thereby forcing the MVNOs to incur much
costs in purchasing spectrum to serve their customers.

In Fig. 7(b), we witness a similar trend as seen in Fig.
7(a). As the number of seller MVNOs increases, the average
utility of the buyer MVNOs also increases. An increase in
the number of spectrum providers necessarily means there
are more options for the buyers to sublease spectrum from.
With few buyers, the average utility is low while it rises
as the number of buyers grows. However, a monopolistic
seller (1 seller MVNO) affects the average utility of the
buyers drastically due to its ability to force unfair prices
on the buyers. We can conclude that the more the spectrum
providers, the higher the average utility of the requesters.

5.7 Blockchain Performance Analysis
In this subsection, we seek to confirm the gains of the con-
sortium blockchain platform by analyzing its performance
on consensus time and negotiation time. The consensus
time is the time needed by validators to vote, verify, and
commit a transaction onto the block. Negotiation time is the
time needed by the spectrum requesters to deliberate on
the unit price and purchasing amount with the spectrum
providers. We run this experiment taking the average of ev-
ery 100 transactions to find the average consensus time and
negotiation time. Fig. 8(a) and 8(b) show the performance
of the consortium blockchain platform in terms of average
consensus time and average negotiation time, respectively.
For the performance on consensus time, we compare our
PBFT consensus algorithm with Bitcoin’s PoW [7]. We set
the number of validators to at most 10.

From Fig. 8(a), we observe that as the number of valida-
tors increases, the average consensus time increases under
both PBFT and PoW. However, PBFT takes less time to
achieve consensus compared to PoW. This is so because,
PoW is based on mathematical computation to mine the
block and that it takes time to solve the puzzle, while PBFT
is based on preselected nodes confirming the correctness of
the block. With 2 validators, the time to reach a consensus

(a) Consensus time. (b) Negotiation time.

Fig. 8: Blockchain analysis.

is approximately 110ms under PBFT and 190ms under PoW.
With 10 validators, the consensus time is at about 400ms
for PBFT and 590ms for PoW. Thus, a higher number of
validators involved in the PBFT consensus process means
the leader will have to wait for all validators to submit their
audit reports, analyze their reports and accept the block.
However, the more the number of validators involved, the
more robust the consensus mechanism.

To create a strong competition for acquiring spectrum, in
Fig. 8(b), we consider 5 sellers as the spectrum providers
and up to 10 spectrum requesters. We observe that as
the number of requesters increases, the average time to
negotiate transactions also increases. The reason for this
trend is that the sellers will have to analyze the demands
and QoS requirements of each requester. On the other
hand, each requester has to analyze the pricing profile of
each seller. Therefore, the negotiation time will eventually
increase when the number of requesters increases.

5.8 Blockchain Security Assessment
Unlike conventional existing security solutions, the pro-
posed method for secure spectrum trading relies on the
consortium blockchain design, which has the ability to al-
leviate potential security issues in the trading environment.
The blockchain-related security performance includes, but
not limited to the following:

• Non-reliance on a centralized third-party: The entities in
the consortium blockchain network trade spectrum
in a P2P manner, without the need for a centralized
trusted authority. Thus, all the entities are connected
to the regulator in a decentralized manner, where
encrypted transaction data is broadcast through the
network and each entity has access to the data. In
this case, centralized-based schemes’ security threats
such as single point of failure attack, is prevented
since the data is distributed to all entities.

• Preventing double spending: Spectrum trading in
the network can only materialize if the spectrum
provider can prove beyond reasonable doubt that
it truly owns the spectrum and that, it has not
been allocated to any other entity in the network at
the particular slicing period. The public history of
transactions is cross-checked to ensure the ownership
of the spectrum and its availability before the SC
arbitrates. This solves the double-spending attack
problem, and reduces business friction.

• Privacy protection: In the transaction process, the
transaction data is encrypted with the private key of
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the sender, which makes its impossible for the other
entities to derive the raw transaction information.
To preserve privacy, keys are generated randomly
with strings of numbers so that it is mathematically
impossible for an entity to guess the private key of
the sender from its public key.

• Transaction authentication: To append a block to the
ongoing chain, high-reputation pre-selected nodes
publicly audit and verify the transactions and cor-
rectness of the block. Malicious nodes will have to
race against time to tamper with transactions, which
also comes with huge costs.

6 CONCLUSION

This paper proposed a novel hierarchical framework for
a decentralized blockchain-enabled spectrum trading for
slice creation and autonomous resource allocation in 5G
RAN. Specifically, a consortium blockchain platform was
developed to realize spectrum trading in two steps; trading
between InPs and MVNOs for slice creation, and trading
between underloaded MVNOs and overloaded MVNOs for
slice spectrum adjustment. For a fair incentive mechanism,
we formulated a three-stage Stackelberg game for the trad-
ing interactions among the players for joint optimal pricing
and demand prediction strategies. Then, we designed a
novel DRL-based algorithm named Stackelberg MADDPG, to
achieve an SE for the formulated game. Security assessment
showed that our proposed scheme ensures secure spec-
trum trading. Comprehensive simulation results analysis
confirmed the performance gains of the proposed scheme
in terms of convergence, fairness, and players’ utility maxi-
mization. Future work will consider joint Stackelberg game
and auction mechanism for spectrum trading.
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